Object Storage Migration Service

FAQs
Issue 01
Date 2025-12-08

HUAWEI

HUAWEI TECHNOLOGIES CO., LTD.



Copyright © Huawei Technologies Co., Ltd. 2025. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by any means without prior
written consent of Huawei Technologies Co., Ltd.

Trademarks and Permissions

QD

nuawer and other Huawei trademarks are trademarks of Huawei Technologies Co., Ltd.
All other trademarks and trade names mentioned in this document are the property of their respective
holders.

Notice

The purchased products, services and features are stipulated by the contract made between Huawei and
the customer. All or part of the products, services and features described in this document may not be
within the purchase scope or the usage scope. Unless otherwise specified in the contract, all statements,
information, and recommendations in this document are provided "AS IS" without warranties, guarantees
or representations of any kind, either express or implied.

The information in this document is subject to change without notice. Every effort has been made in the
preparation of this document to ensure accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind, express or implied.

Issue 01 (2025-12-08) Copyright © Huawei Technologies Co., Ltd. i



Security Declaration

Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process

For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory

Issue 01 (2025-12-08) Copyright © Huawei Technologies Co., Ltd. i


https://www.huawei.com/en/psirt/vul-response-process
https://securitybulletin.huawei.com/enterprise/en/security-advisory

Object Storage Migration Service
FAQs Contents

Contents

T QUESTION SUMMAAIY....cuuiiiieieeicnieeecnreseecneessesnsessssssessssssssssssssssssssssassssasssssssssssssssassssssassssesases 1
2 Product CONSULLING....ccocieiininiineininnniennnniessssnnsssssnssssssnssssssssssssssssssssssssssssssssssssosassssssassssssass 2
2.1 When Do | Need to Perform Pre-migration Evaluation Before Creating Migration Tasks?........ccccceeveunnne. 2
2.2 How Do | Migrate OBS Bucket Data from One Region to ANOTNEI?.........covrrrerrereecneerereeeeseeseeeeeseesesaeeeees 2
2.3 How Do | Migrate the OBS Bucket Data from One Account to ANOTNEr?..........covverierereirrrerereneeeseeeenes 2
2.4 How Do | Migrate Data from Multiple Source Buckets to a Single OBS Bucket on Huawei Cloud?......... 3
2.5 How Do | Migrate Data in the ROOt DIr€CLOIY?.........oiueirieeeieecieeeietetsese ettt st esas s sssss s s ssssssassssanens 3
2.6 How Does Migration Affect My Source Data? What Are the Impacts on Migration If the Source Data
CRANGES?.... ettt ettt st s e e A AR SRR A R AR SRR AR AR R b e bbbt st en s nannas 4
2.7 How Do | Change the Storage Path of a Migrated ODJECE?.........ooeeieeeeieeeeee s 4
2.8 How Do | Obtain Required Permissions for the Source and Destination Platform Accounts?.........cce..... 5
2.9 Can OMS Only Migrate the Data Generated After a Specified TiMe?.......ccccoorviereecneneeeereee e 8
2.10 Can OMS Filter the Data to Be Migrated by SUTFIX?......coorirnreesreirees et sees 9
2.11 Does OMS Support Batch BUCKet MIGration?.........ccoerrrrinririnenisisie e sessssssssssssssssssssssssssssssssssnsnns 9
2.12 What Is the Storage Class of Data Migrated to an Archive Destination Bucket?.........ccccoccoeevveerceieresrnnnns 9
2.13 What Are the Application Scenarios of Migration Tasks and Migration Task Groups?..........ccccceeeeeeeerunnenee 9
2.14 If | Delete an Object from the Source Bucket, Will the Corresponding Object in the Destination
BUCKET BE DIELELEA? ...ttt b bbbttt 10
2.15 Why Is the Total Number or Size of Objects in the Destination Bucket Inconsistent with Those in the
Source Bucket After the MIGratioN?..... . ettt sttt s es s s sasea st ssaes 10
2.16 How Does Migration Affect Data in the Destination BUCKEL?.........c.ovveeriririerieeeresre e 11
2.17 HOW DO | ChOOSE StOrage CLaSSES?.......meierieeiririrsissieiseessensssssssssssessssssssssssssssssssssssssssssssssssssssssssessssssssessssssssssassans 12
3 Migration CONSEIAINTS.......cccieiiriiiieninienerreeseesesstecneessesssssssssssssssnssssssssssasssssssssssssassssssasss 15
3.1 What Are the Constraints on Migrating Data to a Parallel File System with OMS?.......c.ccccooviviererernnene 15
3.2 What Are the Restrictions on Migrating Data in a Parallel File System?.........cocvvrrerrrneneneeneneseeeeees 15
3.3 What Can | Do If the Bucket Region Is Inconsistent with the Console Region When | Create a
IMHGATION TASK?....ouiiiirieeieeeeiirie sttt sttt st ss s bbbttt s s s st et s s s b s s s bbb en s st st s s b s san s bans st 16
4 Migration DUFAtioN......cciciiireicienereenneneeesenessesntessssssessesassssssasssssssssssssssssasssssssasassssssasssasses 17
4.1 How Can | Learn the Speed of @ Migration TasK?........ieenineesee st sssessss s s snens 17
4.2 Why Is the Migration Progress Not Changing Even Though the Transferred Volume Is Increasing?.....17
4.3 Why Is the Migration Speed SIOW SOMELIMES?........ccovriririririeeirssssseesis st ssssssssssssssssssssssssssssssssseses 18
5 Migration Progress........ e iieeieninnnnnnnensssesssesssssssssssssssssssssssssssssssssssssssasssssssssssssassssssasss 19
5.1 Why Is the Migration Progress Not 100% After the Migration Is Complete?........cnrrenrcnrnrsreerennnns 19

Issue 01 (2025-12-08) Copyright © Huawei Technologies Co., Ltd. iii



Object Storage Migration Service
FAQs Contents

5.2 Why Are the Migration Progress and the Transmitted Data Volume 0 After the Migration Is Complete?

............................................................................................................................................................................................................ 19
6 Migration ODJECES........ccevieeerieeeceeeteceeteceeeecseeseesseeseesseesassssessssssssasssessassssesassssesasssaasaans 21
6.1 How Do | Review the Objects Migrated in @ Migration Task?.........cccovrerrrrinensensenensninesssssssssssesssssssssnens 21
6.2 How Do | Review the Objects Migrated in a Migration Task GrouUp?..........ccceeereneeneeneeneeneeneeseeeeesseeseeseens 22
7 EXCEPLION RECOVEIY......uuioeeieieercnienicnennniseesnesnsesssessssssssssassssesssssssssssssossssssssassssssassssssasssaases 25
7.1 What Do | Do If Migration Tasks Fail To Be Created After Evaluation?.........c.ccooevenineneneneneseseneneireneenes 25
7.2 What Do | Do If the Migration Fails Because the Frequency of Accessing the Source Object Storage
EXCEEAEA The UPPEI LIMIL? .ottt sttt sttt a s bbb s st s s s s s s s s s st ensessnsans 25
7.3 What Do | Do If @ Migration Task FQilS?.......crririririsieisississssessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 25
7.4 What Do | Do If a Migration Task Group Fails t0 Be EXECULEA?........ccooriureeriureerererieireineireesee e 32
7.5 What Do | Do If SMN D0€es NOt WOIK PrOPEILY ...ttt sssssssssssssssss s sssses s ssssssssssenes 32
7.6 What Do | Do If a Migration Task Fails Due to an Inconsistent Encryption Attribute?........cccccoevrvrunenee. 33
7.7 What Do | Do If the Migration Task Failed Due to an Archived Data Read Failure?.........cccoocovvevinenennee. 33
7.8 What Problems May | Encounter If CDN Is Enabled at the SOUICe?..........cieierereeeceeisseeeeeseeses e 34
7.9 What Do | Do If All Objects Whose Names Contain Slashes (/) Fail to be Migrated from Alibaba
CLOUA? ..ottt e b b b bbbttt 38
7.10 How Do | Resolve the Error "Failed to access the object. Make sure that the object exists and you
have the rights to access" When | Enter Object PrefiXeS?.... ..t ssessessesseseeans 39
7.11 What Do | Do If the Migration Failed Because the Objects Cannot Be Downloaded from the Source
BUCKEE?. .ottt s et s st s e e b bR st e ettt 40
7.12 What Do | Do If a Migration Task Failed Due to Transmission INterruptions?.........ccceeeevereenrerrsesserneeens 40
7.13 What Can | Do If a Migration Task Fails Even After Multiple Attempts?......ccoovvenrrereneneneeerereerees 41
8 ConsSiSteNCY VerifiCatioN........iiiiiiriiireccrtncecensecensessessssescasessssssessssssssnssssssnses 42
8.1 How Does OMS Ensure Data Consistency Between the Source and Destination Buckets?...................... 42
8.2 How Do | Migrate Incremental Source Data and How Does OMS Ensure Data Consistency?................. 43
8.3 What Do | Do If Consistency Checks Fail During the Migration of Data in a Parallel File System?........43

Issue 01 (2025-12-08) Copyright © Huawei Technologies Co., Ltd. iv



Object Storage Migration Service

FAQs

1 Question Summary

Question Summary

Product Consulting

2.6 How Does Migration Affect My Source Data? What Are the Impacts on
Migration If the Source Data Changes?

2.7 How Do | Change the Storage Path of a Migrated Object?

8.1 How Does OMS Ensure Data Consistency Between the Source and
Destination Buckets?

2.16 How Does Migration Affect Data in the Destination Bucket?

Migration Constraints

3.1 What Are the Constraints on Migrating Data to a Parallel File System
with OMS?

3.2 What Are the Restrictions on Migrating Data in a Parallel File System?

3.3 What Can | Do If the Bucket Region Is Inconsistent with the Console
Region When | Create a Migration Task?

Migration Duration

4.1 How Can | Learn the Speed of a Migration Task?

4.2 Why Is the Migration Progress Not Changing Even Though the
Transferred Volume Is Increasing?

4.3 Why Is the Migration Speed Slow Sometimes?

Exception Recovery

3.3 What Can | Do If the Bucket Region Is Inconsistent with the Console
Region When | Create a Migration Task?

7.3 What Do | Do If a Migration Task Fails?
7.4 What Do | Do If a Migration Task Group Fails to Be Executed?

7.7 What Do | Do If the Migration Task Failed Due to an Archived Data
Read Failure?

7.8 What Problems May | Encounter If CDN Is Enabled at the Source?
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2.1 When Do | Need to Perform Pre-migration
Evaluation Before Creating Migration Tasks?

If there is more than 3 TB of data or 5 million objects in the source bucket, you
are advised to create a migration task group to migrate the data. The system
automatically divides objects into multiple migration tasks based on the size and
quantity of objects in the bucket to improve migration efficiency and reduce
migration time.

2.2 How Do | Migrate OBS Bucket Data from One
Region to Another?

If you need to migrate OBS bucket data from one region to another, for example,
from CN South-Guangzhou to CN North-Beijing1, you can create a migration
task.

/A\ CAUTION

The destination bucket and OMS must be in the same region.

2.3 How Do | Migrate the OBS Bucket Data from One
Account to Another?

If you need to migrate the OBS bucket data from account A to account B, perform
the following operations:

Sign in to the OMS console using account B.
2. In the upper right corner, click Create Migration Task.

Read the service disclaimer, select | have read and agree to the service
disclaimer, and click OK. The page for creating a migration task is displayed.
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3. Enter the AK/SK pair of account A in the Select Source area, and enter the
AK/SK pair of account B in the Select Destination area.

For instructions about how to configure the other parameters, see Creating a
Migration Task.

(1] NOTE

For details about how to migrate OBS bucket data from one region to another, see 2.2
How Do | Migrate OBS Bucket Data from One Region to Another?

2.4 How Do | Migrate Data from Multiple Source
Buckets to a Single OBS Bucket on Huawei Cloud?

If you want to migrate data in source buckets A and B to Huawei Cloud OBS
bucket H, you can perform the following operations:

1. Create one migration task to migrate data from source bucket A to Huawei
Cloud OBS bucket H.

2. Create another migration task to migrate data from source bucket B to Huawei
Cloud OBS bucket H.

If source buckets A and B have objects with the same name, the object migrated
from source bucket A will be overwritten. For objects with the same name, objects
migrated earlier will be overwritten by objects migrated later.

2.5 How Do | Migrate Data in the Root Directory?

There are two migration methods you can use to migrate data in the root
directory: File/Folder and Object name prefix.

e File/Folder

a. When creating a task, select File/Folder for Migration Method.

b. Click Select. In the displayed dialog box, select the data to be migrated in
the root directory (displayed by default) and click OK.

c. Set advanced parameters and create a task to migrate the selected root
directory data.

e  Object Name Prefix

a. When creating a task, select Object name prefix for Migration Method.

b. Enter the prefix of the target objects to be migrated, including those in
the root directory, and click Add.

You can add multiple prefixes to migrate objects with different prefixes.

c. Set advanced parameters and create a task to migrate the selected root
directory data.
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2.6 How Does Migration Affect My Source Data? What
Are the Impacts on Migration If the Source Data
Changes?

No Impact on Source Data
e Data in the source bucket is not modified during the migration.
e Data in the source bucket is not locked during the migration.
e Data in the source bucket is not deleted after the migration.

Impacts on Services on Source Platforms

e A fast migration may generate additional fees, for instance, CDN fees, or
affect other services on the source platform. You are advised to limit the
migration speed based on your service requirements. For details, see "Traffic
Limit" described in Creating a Migration Task.

e You may be unaware of the migration fees generated on the source platform,
and this may cause your account to fall into arrears, which can affect your
services. For details about the billing mode of OMS, see Pricing Details.

Impacts Caused by Source Data Changes
e Data addition

By default, objects are migrated based on the selected prefixes, in
alphabetical order. During the migration, if any data is added to the source
bucket before OMS finishes listing source objects, the new data will be
migrated, but data added after that point will not.

e Data modification

To ensure reliability, OMS migrates large objects in parts and, after the
migration, compares the sizes and modification times of the source object
with the paired destination object. If a part is modified during the migration
and both of the following conditions are met, data inconsistency occurs:

- The object size is the same before and after the modification.

- The source object is last modified more recently than the destination
object.

e Data deletion

After migration, if some data in the source bucket is deleted, the
corresponding data in the destination bucket will not be affected.

2.7 How Do | Change the Storage Path of a Migrated
Object?
Choose a method based on how many objects there are to migrate:

e Few objects
Use the OBS Browser+ tool provided by Huawei Cloud OBS to move the data.
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Download OBS Browser+. For details, see Downloading OBS Browser+.

Log in to OBS Browser+, click the bucket from which you want to move
the target objects (directories or files), and right-click the file or folder
and choose Copy from the shortcut menu.

Select a path to save the target objects. Right-click the path and choose
Paste from the shortcut menu.

Many objects

Use the obsutil tool to change the object path.

a.

Download obsutil and initialize it. For details, see Download and
Installation and Performing Initial Configuration.

Use commands to move the objects.
The following uses Windows as an example:

Run obsutil mv obs://src_bucket/key obs://dsc_bucket/dsc_path to
move a single object.

Run obsutil mv obs://src_bucket/prefix obs://dsc_bucket/dsc_path -f -r
to move objects in batches.

For batch operations, prefix indicates the name prefix of the objects. The
tool moves all the migrated objects matching that name prefix.

For more information about the obsutil commands, see Moving an
Object.

2.8 How Do | Obtain Required Permissions for the
Source and Destination Platform Accounts?

Source Permissions

(11 NOTE

The following uses an OBS bucket on Huawei Cloud as the source bucket. If your source
bucket is on another cloud platform, contact engineers of the cloud platform.

The source platform account needs the permissions for:

Listing all buckets

Obtaining bucket locations

Listing objects

Obtaining object metadata

Obtaining object content

You can use either of the following methods to obtain required permissions for the
source platform account:

Use system-defined roles OBS Administrator and KMS Administrator. For
details, see Creating a User Group and Assigning Permissions.

Create a custom policy that defines the permissions to list all buckets, obtain
bucket location, list objects, obtain object metadata, and obtain object
content.
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Log in to the IAM console.
In the navigation pane on the left, choose Permissions > Policies/Roles.

¢. Click Create Custom Policy in the upper right corner.

d. Enter a policy name and select JSON for Policy View.
e. Copy the following content to the box next to Policy Content and click

OK.
# Policy Name
Paolicy View Visual editor m
i i
# Policy Content mersion™: "1.1",
- "Statement”: [
. {
- "Action”: [
"obs:bucket:ListAl1MyBuckets",
"obs:bucket:GetBucketlocation”,
"obs:bucket:ListBucket”,
"obs:object:GetObject”
]J
- "Resource”: [
"obs:*:#:bucket:*",
"obs:¥:¥:object:*"
]J
"Effect™: "Allow"
i
]
H
{
"Version": "1.1",
"Statement": [
{
"Action": [
"obs:bucket:ListAllMyBuckets",
"obs:bucket:GetBucketLocation",
"obs:bucket:ListBucket",
"obs:object:GetObject"
1,
"Resource": [
"obs:**:bucket:*",
"obs:**:object:*"
1
"Effect": "Allow"
}
1
}

After the custom policy is created, perform the following operations to obtain the
permissions defined by the custom policy:

e If you have joined a user group, assign the custom policy to the user group,
and you will obtain the permissions defined by the custom policy. For details,
see Assigning Permissions to a User Group.

e If you have not joined a user group, perform the following steps:
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a. Create a user group and assign the custom policy to it. For details, see
Creating a User Group and Assigning Permissions.

b. Add yourself to the user group. You will have the permissions of the user
group. For details, see Adding Users to a User Group.

/A\ CAUTION

e You must be able to access Huawei Cloud through both the programmatic and

management console access methods.
It takes 15 to 30 minutes for the authorization to take effect.

Destination Permissions

The destination platform account needs the permissions for:

Listing objects in a bucket
Obtaining bucket locations
Listing buckets

Obtaining object metadata
Modifying object metadata
Obtaining object content
Uploading an object
Listing multipart uploads
Restoring archived objects

You can use either of the following methods to obtain required permissions for the
destination platform account:

Use system-defined roles OBS Administrator and KMS Administrator. For
details, see Creating a User Group and Assigning Permissions.

Create a custom policy.

a. Log in to the IAM console.
b. In the navigation pane on the left, choose Permissions > Policies/Roles.
c. Click Create Custom Policy in the upper right corner.

PoliciesiRoles ©

d. Enter a policy name and select JSON for Policy View.

e. Copy the following content to the box next to Policy Content and click
OK.
{
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"obs:bucket:GetBucketLocation",
"obs:bucket:ListBucketMultipartUploads",
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"obs:object:RestoreObject",
"obs:object:GetObject",
"obs:object:ModifyObjectMetaData",
"obs:bucket:ListBucket",
"obs:object:PutObject"
1
"Resource": [
"OBS:**:bucket:*",
"OBS:**:0bject:*"
]
3
{
"Effect": "Allow",
"Action™: [
"obs:bucket:ListAllMyBuckets"
]

}
]
}

After the custom policy is created, perform the following operations to obtain the
permissions defined by the custom policy:

e If you have joined a user group, assign the custom policy to the user group,
and you will obtain the permissions defined by the custom policy. For details,
see Assigning Permissions to a User Group.

e If you have not joined a user group, perform the following steps:

a. Create a user group and assign the custom policy to it. For details, see
Creating a User Group and Assigning Permissions.

b. Add yourself to the user group. You will have the permissions of the user
group. For details, see Adding Users to a User Group.

/A\ CAUTION

e You must be able to access Huawei Cloud through both the programmatic and
management console access methods.

e [t takes 15 to 30 minutes for the authorization to take effect.

2.9 Can OMS Only Migrate the Data Generated After a
Specified Time?

OMS allows you to filter data to be migrated by time using the Selective
Migration option.
e If you do not need to filter source data by time, disable this option.

e If you need to filter source data by time, enable this option. Then only source
data modified after the specified time will be migrated.

/A\ CAUTION

The specified time cannot be later than the start time of the migration task.
Otherwise, no data will be migrated.
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For details, see Creating a Migration Task and Creating a Migration Task
Group.

2.10 Can OMS Filter the Data to Be Migrated by Suffix?

No.

OMS allows you to use prefixes to filter the data to be migrated. For details, see
Creating a Migration Task and Creating a Migration Task Group.

2.11 Does OMS Support Batch Bucket Migration?

No. A migration task or migration task group on OMS can only migrate data in a
single bucket.

2.12 What Is the Storage Class of Data Migrated to an
Archive Destination Bucket?

Migrated data has the same storage class as the destination bucket. For example,
if the destination bucket is in the Archive storage class, the data migrated to the
destination bucket is also in the Archive storage class.

You can change the storage class for the destination bucket as needed.

For details about how to migrate archived data, see Migrating Archived Data.

2.13 What Are the Application Scenarios of Migration
Tasks and Migration Task Groups?

Migration Task

If there is less than 3 TB of data or less than 5 million objects in a source bucket,
create a migration task to quickly migrate the source data. For details, see
Creating a Migration Task.

Migration Task Group

If there is more than 3 TB of data or more than 5 million objects to migrate in a
source bucket, you can create a migration task group to migrate the source data
quickly. The system will group the source objects into multiple sub-tasks for
concurrent migrations. These sub-tasks are managed in groups, including progress
query, resumption, and restart. For details, see Creating a Migration Task Group.

(11 NOTE

Compared with a migration task, a migration task group provides a faster and more reliable
migration, to help you easily identify failed objects and quickly migrate them again.
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2.14 If | Delete an Object from the Source Bucket, Will
the Corresponding Object in the Destination Bucket Be
Deleted?

No.

You can use a script to list objects in the destination bucket to check whether the
deleted object exists in the destination bucket. If it does, delete it manually.

2.15 Why Is the Total Number or Size of Objects in the
Destination Bucket Inconsistent with Those in the
Source Bucket After the Migration?

e Total number or size of source objects > Total number or size of destination
objects

a. Total number of source objects > Total number of destination objects

Possible causes: New objects are added to the source bucket or the
scanning result of source objects is wrong.

Identification method: Create a migration task for the bucket again to
perform an incremental migration. Check whether the number of objects
scanned in the source bucket is the same as that collected by OMS during
the last migration. If the numbers are inconsistent, filter the newly added
source objects using the object list. If the numbers are consistent, the
source object scanning result is wrong.

Solutions: Perform an incremental migration to migrate the new objects
to the destination bucket, or submit a service ticket to handle the
abnormal scanning.

b. Total size of source objects > Total size of destination objects
Possible causes and their solutions are:

®  There are file fragments in the source bucket.
OMS cannot migrate file fragments.

®  There are objects with multiple versions in the source bucket.

By default, the OMS migrates only objects of the latest version. You
need to manually migrate objects of older versions.

"  The source cloud vendor uses different rules for calculating object
size from Huawei Cloud.

For objects smaller than 64 KB, Huawei Cloud calculates their actual
size, while some cloud vendors calculate them as 64 KB. Check the
calculation rules of the source cloud vendor and whether there are
source objects smaller than 64 KB.

®  There are duplicate objects in the source object list.

Issue 01 (2025-12-08) Copyright © Huawei Technologies Co., Ltd. 10
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OMS supports migrations using object lists or HTTP URL lists. If your
list contains duplicate source objects, the same object may be
detected by multiple threads as missing at the destination. This
occurs because OMS uses 50 concurrent threads by default to
migrate objects. As a result, the object may be uploaded multiple
times. Remove duplicate objects from the list before uploading it.

e Total number or size of source objects < Total number or size of destination
objects

a. Total number of objects
Possible causes and their solutions are:

®"  There may be a delay in calculation of object quantity by OMS and
source object storage service. Please wait.

®  There are newly added objects (such as those generated after service

cutover) and object lists uploaded by OMS in the destination bucket.
b. Total size of objects

Possible causes and their solutions are:

®  OMS stores the configuration files of the migration task in the
destination bucket.
You can delete these configuration files. The migration reports
cannot be restored if these files are deleted.

"  For paused or failed tasks, OMS stores migrated file fragments in the
destination bucket for future migration by default.
You can delete these fragments from the destination bucket.

2.16 How Does Migration Affect Data in the
Destination Bucket?

The impacts of migration on existing data in destination buckets depend on
whether objects with the same name exist in the source and destination buckets.

e If no object with the same name exists, the migration has no impacts on the
existing data in the destination bucket.
- Data in the destination bucket is not modified during the migration.
- Data in the destination bucket is not deleted after the migration.

e If objects with the same name exist, whether these objects are overwritten by
those migrated from the source bucket depends on the overwriting policy you
configure for the migration task or task group. For details about the policies,
see Table 2-1.
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Object Storage Migration Service

FAQs

2 Product Consulting

Table 2-1 Policies for overwriting objects with the same name in the
destination bucket

Policy Description

Overwrite if source If a source object is not as large as or was last
newer or different modified more recently than its paired destination
size object, the source object will overwrite the

destination object.

Never overwrite The system always skips source objects and keeps
their paired destination objects.

Always overwrite The system always allows source objects to
overwrite their paired destination objects.

2.17 How Do | Choose Storage Classes?

To meet various performance and cost requirements, cloud service providers
provide a range of storage levels that are different in access frequency and
latency, minimum storage time and unit, and data reliability and availability.
OBS provides the following storage classes:

Standard

This storage class features low latency and high throughput. It is therefore
good for storing frequently (multiple times per month) accessed files or small
files (less than 1 MB). Its application scenarios include big data analytics,
mobile apps, hot videos, and social apps.

Infrequent Access

This storage class is for storing data that is infrequently (less than 12 times
per year) accessed, but when needed, the access has to be fast. It can be used
for file synchronization, file sharing, enterprise backups, and many other
scenarios.

Archive

This storage class is most suitable for archiving rarely-accessed (averagely
once a year) data. Potential application scenarios include data archiving and
long-term data retention for backup. This storage class is secure, durable, and
inexpensive, so it can be used to replace tape libraries. To keep costs low, it
may take minutes or hours to restore data from the Archive storage class.

For more information, see OBS Storage Classes.

Storage Class Conversion for Reserving the Source Storage Class

If you choose Reserve source storage type for the destination storage policy, see
Table 2-2. The numbers in parentheses indicate the monthly price per GB | the
price per 10,000 read requests | the price per 10,000 write requests | the
restoration price per GB (not applicable to standard storage) in turn. The prices in
the table below are for reference only. The actual prices may vary depending on
cloud service providers.
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(11 NOTE

e The regions used for reference in the following table are: Beijing, China for Huawei
Cloud, Alibaba Cloud, Tencent Cloud, and Kingsoft Cloud; Hong Kong, China for Google
Cloud and AWS; East Asia for Microsoft Azure; and the Chinese mainland for UCloud.
For capacity-based billing, the highest pricing tier is referenced. For AZ-based billing, if a
cloud service provider offers multi-AZ storage but does not name it explicitly on the
website, the pricing tier for single-AZ storage is referenced. The unit of measurement is

CNY.

For any cloud service providers that are not mentioned in the following table, the
destination storage class will be Standard.

Table 2-2 Storage class conversion between cloud service providers and Huawei

Cloud
Sou | OBS Standard | OBS Infrequent | OBS Archive OBS Deep
rce | (0.099]0.01| Access (0.08] (0.033]0.1]0.1| Archive (0.014|
0.01) 0.1|0.1|0.0325) | 0.06) 0.5]0.5|0.12)
Ama | e S3 Standard | e S3 Standard- | S3 Glacier S3 Glacier Deep
zon (0.172 IA (0.095] Flexible Archive (0.0138|
S3 0.0275] 0.0688| Retrieval (0.031] | 0.0275|4.1291|
0.3441) 0.6882| 0.0275|2.4774| 1.6516)
e S3 Outposts 0.6882) 0.8258)
(no billing e S3 One Zone-
details on IA (0.0757|
the website) 0.0688|
e S3 0.6882]
Intelligent- 0.6882)
Tiering (by e S3 Glacier
assigned Instant
access tier| Retrieval
0.0275] (0.0344|
0.0344) 0.6882|
e Reduced 1.3764|
Redundancy 2.0645)
(no billing
details on
the website)
Baid | Standard e Infrequent Archive (0.015| -
u Storage (0.119| Storage (0.08| | 0.5|0.5]0.12)
Clou | 0.01|0.01) 0.05]0.05|
d 0.03)
BOS e Cold Storage
(0.032]0.1/0.1]
0.06)
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Sou | OBS Standard | OBS Infrequent | OBS Archive OBS Deep
rce | (0.099]0.01| Access (0.08| (0.033|0.1|0.1] Archive (0.014|

0.01) 0.1|0.1|0.0325) | 0.06) 0.5]0.5]0.12)
Tenc | ¢ MAZ_Standa | ¢ MAZ_Standar | Archive (0.033] Deep Archive
ent rd (0.15| d_IA (0.1] 0.01/0.01/0.06) (0.01]0.5]0.5|
Clou 0.01]0.01) 0.05]0.05| 0.14)
d e Standard 0.02)
cos (0.118/0.01| | e Standard_IA
0.01) (0.08]0.05|
e MAZ Intellig | 0.050.02)
ent Tiering
(no billing
details on
the website)
e |Intelligent
Tiering (by
the
converted
storage
class|0.01]
0.01)
Qini | Standard Infrequent Archive (0.028| Deep Archive
u (0.098]0.01| Access (0.06/0.1] | 0.1]0.1]0.06) (0.012]0.5|0.5]
Clou | 0.01) 0.1]0.03) 0.12)
d
Kod
o
King | Standard (0.12| | Infrequent Archive (0.033] -
soft | 0.01|0.01) Access (0.08]0.1] | 0.1]0.1]0.06)
Clou 0.1]0.04)
d
KS3
Alib | Standard (0.12| | Infrequent Archive (0.033| Cold Archive
aba | 0.01|0.01) Access (0.08]0.1] | 0.1]0.1]0.06) (0.015]0.1]0.1]
Clou 0.1]0.0325) 0.2)
d
0SS
UCl | Standard (0.12| | Infrequent Archive (0.024| -
oud | 0.01|0.01) Access (0.06/0.1] | 0.1]0.1]0.06)
us3 0.1]0.03)
Azur | Hot tier (0.165| | Cool tier Archive tier -
e 0.0344|0.4469) | (0.0756|0.0894| (0.0137|78.0989|
Blob 0.8937|0.0687) 1.5675/0.2406)
Stor
age
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Migration Constraints

3.1 What Are the Constraints on Migrating Data to a
Parallel File System with OMS?

The constraints are as follows:

If an object name ends with a slash (/), the object size must be zero.
Otherwise, the object cannot be migrated.

Each object name cannot contain consecutive slashes (/), for example, test//
test.

At the same level, a file cannot have the same name as a folder.

A maximum of 45 levels can be migrated. If this limit is exceeded, the
migration will fail.

The last modification time of each directory in a parallel file system is
updated asynchronously. Therefore, after the migration is complete, only the
number of objects is verified, and their size and last modification time are not
verified.

3.2 What Are the Restrictions on Migrating Data in a
Parallel File System?

If the hierarchies of files to be migrated are too deep, you are advised to create a
migration task group to migrate the data. If you create a migration task for
migration, listing objects may time out. As a result, the migration will be
interrupted.
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3.3 What Can | Do If the Bucket Region Is Inconsistent
with the Console Region When | Create a Migration

Task?

Symptom

Solution

When creating a migration task, an error message similar to the following is
displayed: Destination bucket must be in the same region as OMS. Select a
bucket that is located in region xxx, or change the OMS region to xxx.

To maximize the migration speed, create a migration task in the region where the
destination OBS bucket is located.

As shown in the following figure, ensure the regions selected in areas 1 and 2 are
the same.

I é"{- HUAWEI CLOUD Cnnsoo Search for cloud services, res

Migration Tasks / Create Migration Task
{ Create Migration Task @

Help

KMS Key

Enable KMS key to encrypt your source key

Specify Source Bucket (3

Bucket Source Region

v Q

Select Destination

Configure destination parameters. Check the parameter settings of the destination end.

Access Key ID Secret Access Key

Enter the AK for accessing the destination cloud platform. Obtain Access Keys Enter the SK for accessing the destination cloud platform.
KMS Key

Enable KMS key to encrypt your destination key

Bucket Destination Region

v (1 | CN North-Ulangab203 o
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Migration Duration

4.1 How Can | Learn the Speed of a Migration Task?

Generally, OMS can migrate 10 TB to 20 TB of data per day. However, the speed
depends on the number and size of source objects and the transmission distance
between the source and destination buckets. You are advised to create a migration
task to test the migration speed. The maximum migration speed is five times the
average speed of a single task because up to five tasks can be executed
concurrently in a region.

e You can view the real-time migration speed of a single migration task on the
Migration Task page.

e You can view the real-time migration speed of a task group on the Migration
Task Group page.

e If SMN is enabled when a migration task is created, the migration task results
will be sent to you by email, SMS message, or customized URL.

(11 NOTE

The migration speeds displayed on the OMS console are estimates only.

4.2 Why Is the Migration Progress Not Changing Even
Though the Transferred Volume Is Increasing?

How OMS calculates the migration progress depends on the migration method
you select.

e If you select the migration method File/Folder or Object name prefix, the
migration progress is calculated based on how much data has been migrated.

e If you select the migration method Object list or URL list, the migration
progress is calculated based on the number of transmitted objects.

If you select the migration method Obiject list or URL list, the amount of
transmitted data may increase, even though the reported migration progress does
not increase.
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4.3 Why Is the Migration Speed Slow Sometimes?

All OMS users share a maximum migration speed of 500 Mbit/s.

The migration speed is influenced by many factors, such as the sizes of the source
objects, the number of objects being migrated, and the network transmission
speed. If the migration network is normal, it may be that:

There are a large number of small objects.

A fixed maximum number of objects can be concurrently migrated in a
migration task. Before migration, OMS lists the objects in the source bucket.
After an object is migrated, OMS checks whether the object in the source
bucket is consistent with that in the destination bucket. Compared with
migration of large objects, for any given amount of data, it takes longer to
list, compare, and migrate a larger number of smaller objects.

In this case, you can create a migration task group to intelligently split the
source objects into multiple subtasks for concurrent migration. This can
improve the migration speed.

There are a small number of large objects.

A separate thread is used to migrate each object. If there are just a few very
large objects, for example, less than 50, the migration thread concurrency is
low, which slows down the migration.

In this case, wait patiently.

(1 NOTE

e Large objects are uploaded in parts. Only the data volume of uploaded parts is
counted as part of the migrated data volume. Therefore, the migration speed may
fluctuate.

e The migration speed is recalculated every 5 seconds. If it takes more than 5
seconds to upload any individual part, the instantaneous speed is zero.

Archive data restoration is used when archived data is migrated.

A fixed maximum number of objects can be migrated concurrently in a
migration task. If you do not restore the archived data in advance and rely on
the archived data restoration function of OMS fully, the migration speed will
be slow.

In this case, you can restore the archived data in batches on the source
platform before the migration. For details, see Migrating Archived Data.

A large number of objects do not need to be migrated and are ignored during
the migration.

During the migration, the system compares source objects with destination
objects and determines which objects need to be migrated. If a large number
of objects do not need to be migrated, they will be ignored, but identifying
them still takes time, so the migration is slow.

In this case, wait patiently.
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5 Migration Progress

5.1 Why Is the Migration Progress Not 100% After the
Migration Is Complete?

Symptom

The migration was successful, but the migration progress was not 100%.

Possible Causes

This is normal if the size of any source files changed before they were migrated. If
this happens, the displayed percentage may be off slightly. It means that new
objects were added to or existing objects were updated in the source bucket. To
migrate these objects, you can create a new migration task for the source bucket.

5.2 Why Are the Migration Progress and the
Transmitted Data Volume 0 After the Migration Is
Complete?

Symptom

The migration was complete, but the migration progress was 0%, and the
transmitted capacity is 0 KB.

Possible Causes

This symptom usually happens in incremental migrations. Assume that you have
created a migration task to migrate incremental data in your source bucket and
set Object Metadata to Migrate for the task. If the metadata of source objects
changes but the object content and sizes do not, the system migrates only the
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changed object metadata. The migration progress will be 0% and the transmitted
data volume will be 0 KB after the migration is complete.
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6 Migration Objects

6.1 How Do | Review the Objects Migrated in a
Migration Task?

Step 1
Step 2

You can perform the following steps to view details about a migration task and
obtain the list of objects migrated in the task.

Log in to the OMS console.

On the displayed Migration Tasks page, click the task name. The task details are
displayed on the right, as shown in Figure 6-1. You can view the total number of
objects, the number of migrated objects, the number of ignored objects, and the
number of failed objects.

Figure 6-1 Migration task details

Basic Info

igrated Obijects / Total Objects 0/ 44,263 Failed Objects / Ignored Objects @

431,931 /476,194

0O Succeeded

Disabled
Traffic Limit Not configured & Not configured

ncremental Migration  Disabled Migrated oms/task/

oms/iask storation Disabled

Do not migrate Overwrite if source newer or di

Standard By size and last modification ti
Source
Name Huawei Cloud Region
Bucket Selected File/Folder Bac
Destination
Name Huawei Cloud Region

Bucket
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Step 3 View the object lists.

If... Then...
The number of migrated On the task details page, click the link next to
objects is greater than 0 Migrated Object List to download the .txt file
that lists migrated objects.
NOTE

The file path is oms/task/<task-name>/
success_object_lists/ <timestamp>.success_list.txt.

The number of ignored On the task details page, click the link next to
objects is greater than 0 Ignored Object List to download the .txt file that
lists ignored objects.

NOTE

The file path is oms/task/<task-name>/
skip_object_lists/ <timestamp>.skip_list.txt.

The number of failed On the task details page, click the link next to
objects is greater than 0 Failed Object List to download the .txt file that
lists failed objects.

NOTE

The file path is oms/task/ <task-name>/
failed_object_lists/ <timestamp>.failed_list.txt.

For details about the error codes in a failed object
list, see Checking the List of Failed Objects.

----End

6.2 How Do | Review the Objects Migrated in a
Migration Task Group?

You can perform the following steps to view details about a migration task group
and obtain the list of objects migrated in the task group.

Step 1 Log in to the OMS console.
Step 2 In the navigation tree, click Migration Task Groups.
The Migration Task Groups page is displayed.

Step 3 Click the ID of the migration task group you want to view. The group information
is displayed on the right, as shown in Figure 6-2. You can view the numbers of
tasks in the Migrating, Failed, Waiting, Suspended, and Successful state, as well
as the numbers of ignored and failed objects.
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Figure 6-2 Migration task group details

Basic Info
Migrating Tasks Objects
0 0/ 0/ 0/ O synchronized / Failed / Waiting / Paused 0/ O 1gnored / Failed
Group ID
Task Status Paused
Elapsed Time 00:00-00 Disabled
Traffic Limit Not configured &2 Not configured
ncremental Migration Mar 01, 2024 15:56:56 GMT+ oms/task_group/4aaieis

Archive D storation Disabled

Do not migrate

Object Overwrite Overwrite if source newer or di Consistency Check By size and last modification ti...
Source
Name Huawei Cloud Region
Bucket Object Name Prefix 1,100
Destination
Name Huawei Cloud Region
Bucket
Step 4 View the object lists.
If.. Then...

The number of migrated
objects is greater than 0

On the task group details page, click the link next
to Migrated Object List to download the .txt file
that lists migrated objects.
NOTE
The path for storing a migrated object list is in the oms/
task_group/<task-group-/D>[success_object_lists/
<task-name>[ <timestamp>.success_list.txt format.

The number of ignored
objects is greater than 0

On the task details page, click the link next to
Ignored Object List to download the .txt file that
lists ignored objects.
NOTE
The file path is oms/task_group/<task-group-/D>/
skip_object_lists/ <task-name>/
<timestamp>.skip_list.txt.

The number of failed
objects is greater than 0

On the task group details page, click the link next
to Failed Object List to download the .txt file
that lists failed objects.
NOTE
The file path is oms/task_group/<task-group-/D>/
failed_object_lists/<task-name>/
<timestamp>.failed_list.txt.
For details about the error codes in a failed object
list, see Checking the List of Failed Objects.

Step 5 View the list of all source objects to be migrated.
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Sign in to the OBS console and access the foms/taskgroup/<task-group-1D>f
path in the destination bucket.

L] NOTE
You can view the task group ID on the Migration Task Groups page.

----End

Issue 01 (2025-12-08) Copyright © Huawei Technologies Co., Ltd. 24


https://console.eu.huaweicloud.com/obs/?#/obs/manager/buckets

Object Storage Migration Service
FAQs 7 Exception Recovery

Exception Recovery

7.1 What Do | Do If Migration Tasks Fail To Be Created
After Evaluation?

The number of Creation failures is displayed in the upper left corner of the
migration task list.

You can perform the following steps to recreate migration tasks:
1. Click Retry in the upper left corner of the task list.

The Re-create Migration Task dialog box is displayed.

2. Select the task to be recreated, enter the AKs and SKs of the source and
destination platform accounts, and click OK.

7.2 What Do | Do If the Migration Fails Because the
Frequency of Accessing the Source Object Storage
Exceeded the Upper Limit?

To ensure a fast migration, OMS invokes the source object storage API at a high
frequency during the migration task execution. Some source cloud vendors have
set an upper limit on the frequency of accessing their object storage. If the access
frequency exceeded the upper limit, the migration task fails.

Solution:

e Contact the source cloud vendor to change the frequency upper limit to meet
migration requirements.

e Create a task using the API and specify a smaller value for thread_num
(number of threads used by the migration task) to reduce the access
frequency of the migration threads.

7.3 What Do | Do If a Migration Task Fails?

The following methods can help you handle the exceptions.
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Method 1: Viewing Error Messages on the OMS Console

In the task list, select a failed task and click the task name to view the failure
cause in the task details displayed on the right. If a file link is displayed after
Failed Object List in the task details, rectify the fault by following the instructions
provided in Method 2.

1y a
o
a

Task Status O Failed | Source: Huawei Cloud | Desfination: Huawei Cloud

Migrated Objects / Total Objects Progress Migration Rate
0/1,675,000 99.8%
O Failed Objects 12 Migrated 181.09 GB Remaining Time -

Total 161.08 GB Elapsed Ti 02:19:30
© Ignored Objects 1,675,000 & R lapsed Time

€ Failed objecis: 12. Download the failed object list from the desfination bucket, and find the solution in

! ~ View Failed Object List &~
the documentation

Em
Sye Help

Source/Destination Information

Name Region Bucket Object list

Huawei Cloud

Huawei Cloud

Advanced Settings

er-side Encryplion Traffic Limiting

02:19:30 Disabled Not configured &£
S ofificatiof Selective Failed Object List
Not configured Disabled omsfasl
o a Restoration Object Metadata
oms/t Disabled Do not migrate
rwrite Object Storage Class Consistency Check
Ovenwrite if source newer or differen Default By size and last modification time

Method 2: Viewing the List of Failed Objects

NOTICE

You can only obtain the list of failed objects if you enabled the Record Failed
Objects function when creating a task.

Step 1 Check the names of the source objects that fail to be migrated.

In the task list, select a failed task. Click the name of the selected task to view the
task details displayed on the right. Click the file link next to Failed Object List to
access OBS and download the file.
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h

=

Task o

Task Status O Failed | Source: Huawei Cloud | Destination: Huawei Cloud

Migrated Objects / Total Objects Progress Migration Rate

0 ; 1 99 BD/’D — —

© Failed Objects 1 Migraled 37.99 KB Remaining Time  —

© Ignored Objects 1 @ Total 37.99 KB Elapsed Time  00:00:46

€ Failed objects: 1. Download the failed object list from the destination bucket, and find the solution in the

8 ~ View Failed Object List (3
documentation

Error Cc
System Help 3

Source/Destination Information

Name Region Bucket Selected File/Folder

Huawei Cloud

Huawei Cloud ...

Advanced Settings

Elapsed Time Server-side Encryption Traffic Limiting

00:00:46 Disabled Not configured &

SMMN Notification Selective Migration Failed Object List

Not configured Disabled

gnored Object List Archive Data Restoration Object Meladata

om: Disabled Do not migrate

Object Overwrite Object Storage Class Consistency Check

Ovenwrile if source newer or difierent Defauit By size and last modification fime

Step 2 View the failure cause of the task.

The failed object list contains information about the failed migration task,
including the error codes, occurrence time (local UTC), URL-encoded names of the
failed objects, non-URL-encoded names of the failed objects, and error messages
returned by source SDKs. For details about how to handle a migration failure, see
Table 1.

Figure 7-1 Failed object list

MIGRATE_SRC_ARCHIVE CBJ_FAILURE 2019- T
£_ARCHIVE_OBJ_FAILURE 2015-08 128 CET
C_ARCHIVE OBJ_FAILURE 2015 CHT

ILURE 2019-08 csT
K “¢BI_FAILURE 2019 ¢sT
WIGRATE_SRC_ARCHIVE CBJ_FAILURE 2018- CST 1084

Table 7-1 Error codes returned for failed objects

Error Code Description Solution
GET_SRC_OBJ_META_FAI | Failed to obtain the Check whether the
LURE metadata of the source source object exists and
object. whether you have the
read permission on the
object.

For details about how to
obtain the required
permission, see
Permissions
Management.
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Error Code

Description

Solution

GET_DST_OBJ_META_FAI
LURE

Failed to obtain the
metadata of the
destination object.

Check whether you have
the read permission on
the destination object.

For details about how to
obtain the required
permission, see
Permissions
Management.

GET_SRC_OBJ_FAILURE

Failed to obtain the
source object.

Check whether the
source object exists and
whether you have the
download permission on
the object.

For details about how to
obtain the required
permission, see
Permissions
Management.

COMPARE_SRC_AND_CD
N_FAILURE

The source objects are
inconsistent with the

objects mapped to the
custom domain name.

Refresh the CDN cache
so that the cached object
on CDN is the latest.

UPLOAD_DST_OBJ_FAILU
RE

Failed to upload the
object to the destination
bucket.

Check whether you have
the write permission for
the destination bucket
and whether the
network fluctuates.

For details about how to
handle network
fluctuations, see What
Do | Do If a Migration
Task Failed Due to
Transmission
Interruptions?

COMPARE_SRC_AND_DS
T_KMS_FAILURE

The encryption statuses
of source and destination
objects are different.

Check whether the
encryption status of the
destination object is
consistent with the
setting of KMS
encryption of the
migration task.

COMPARE_SRC_AND_DS
T_SIZE_FAILURE

The sizes of the source
and destination objects
are consistent.

Migrate the object again.
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Error Code

Description

Solution

COMPARE_SRC_AND_DS
T_LAST_MODIFY_DATE_F
AILURE

The last modification
times of the source and
destination objects are
inconsistent.

Migrate the object again.

COMPARE_SRC_AND_DS
T_METADATA_VALUE_FAI
LURE

The metadata of the
source object is
inconsistent with that of
the destination object.

Migrate the object again.

COMPARE_AND_GET_SR
C_OBJ_META_FAILURE

Failed to obtain the
metadata of the source
object when comparing
the source and
destination objects after
the migration.

Check whether the
source object exists and
whether you have the
read permission on the
object.

For details about how to
obtain the required
permission, see
Permissions
Management.

COMPARE_AND_GET_DS
T_OBJ_META_FAILURE

Failed to obtain the
metadata of the
destination object when
comparing the source
and destination objects
after the migration.

Check whether the
destination object exists
and whether you have
the read permission on
the object.

For details about how to
obtain the required
permission, see
Permissions
Management.

INIT_DST_OBJ_MULTIPAR
T_FAILURE

Failed to initialize the
multipart upload.

Check whether the
object supports multipart
upload.

NOTE
Objects whose Content-
Type is multipart/form-
data do not support
multipart upload. You need
to use obsutil to upload
such objects separately.
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Error Code Description Solution
COMPLETE_DST_OBJ_M Failed to combine the 1. Check whether the
ULTIPART_FAILURE parts in the destination source object is

bucket. modified after the
migration task is
started.

2. Check whether you
have the Listing
Uploaded Parts
permission on the
destination bucket. If
you do not have this
permission, obtain it
by referring to
Destination
Permissions.

3. Migrate the object
again.

RESTORE_SRC_ARCHIVE_ | Failed to restore archived | Restore the archived

OBJ_FAILURE data. data manually and

migrate the data. Archive

the data after the

migration.

NOTE
For details about how to
restore archived data, see
What Can | Do If the
Migration Task Failed
Due to an Archive Data
Read Failure?

MIGRATE_SRC_ARCHIVE_ | Failed to migrate the Create a migration task
OBJ_FAILURE data because there is again and enable the
archived data that has Archive Data
not been restored. Restoration function. If

a large amount of

archived data exists, you
can manually restore the
data and then migrate it.

NOTE
For details about how to
restore archived data, see
What Can | Do If the
Migration Task Failed
Due to an Archive Data
Read Failure?
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Error Code

Description

Solution

URL_LIST_FORMAT_ERR
OR

The format of the URL
list is incorrect.

Check for errors based
on the URL list template,
rectify the errors, and try
again.

For details, see URL List
Requirements.

URL_LIST_DOMAIN_FOR
BIDDEN

The URL list contains
forbidden domain
names.

Change the domain
names and try again. If
you have any questions,
contact technical
support.

URL_LIST_IP_FORBIDDEN

The URL list contains
forbidden IP addresses.

Change the IP addresses
and try again. If you
have any questions,
contact technical
support.

URL_LIST_OBJECT_KEY_T
OO_LONG

URLs in the URL list are
too long.

Modify the URLs (a URL
can contain a maximum
of 65,536 characters)
and try again.

URL_LIST_INTERNAL_IP

The host IP addresses in
the URL list are internal
IP addresses.

Change the IP addresses
and try again. If you
have any questions,
contact technical
support.

URL_LIST_INCORRECT_D
OMAIN

The domain names in
the URL list are incorrect,
irresolvable, or do not
exist.

Correct the domain
names and try again.

SrcObjectModifiedDur-

After the migration task

Migrate the object again.

ingMigration is started, the large
source object is modified.
As a result, the parts of
the large object fail to be
merged in the
destination bucket.
(1 NOTE
If you have any doubts during the processing, submit a service ticket to obtain technical
support.
----End

Issue 01 (2025-12-08)

Copyright © Huawei Technologies Co., Ltd.

31


https://support.huaweicloud.com/eu/usermanual-oms/topic_0000001089828284.html#ZH-CN_TOPIC_0000001089828284__li115661073292
https://support.huaweicloud.com/eu/usermanual-oms/topic_0000001089828284.html#ZH-CN_TOPIC_0000001089828284__li115661073292
https://console.eu.huaweicloud.com/ticket/?locale=eu-us#/ticketindex/createIndex

Object Storage Migration Service

FAQs

7 Exception Recovery

7.4 What Do | Do If a Migration Task Group Fails to Be

Executed?

If a migration task group fails to be executed, perform the following steps:

1.

On the Migration Task Groups page, locate the target group and click the
number listed in the Tasks column. On the displayed Migration Tasks page,
sub-tasks contained in the current migration task group are displayed.

Generally, a migration task group contains multiple subtasks. The failure
cause of each sub-task may be different. You can view the failure cause of
each sub-task one by one. Then, identify the failure cause by referring to 7.3
What Do | Do If a Migration Task Fails?

Figure 7-2 Migration failed

G

If the Storage Class of the destination bucket for the migration task group is
not Standard, the migration will fail. In this case, change the Storage Class
of the destination bucket to Standard and then create a migration task group
again.

(11 NOTE

For a migration task group, the system temporarily stores the list file in the oms/
directory of the destination bucket. If the destination bucket storage class is not
Standard, the migration node cannot read the list file in the directory. As a result, the
migration will fail.

7.5 What Do | Do If SMN Does Not Work Properly?

SMN was not available during the creation of a migration task.

- After you clicked Add to select an SMN message topic, the topic list
displayed in the Select SMN Topic dialog box was empty.

In this case, log in to the SMN console to check whether there are any
topics. If there are no topics, create one.

- After you clicked Add to select an SMN message topic, the topic list
displayed in the Select SMN Topic dialog box contained topics, but you
could not use a selected topic to create a migration task.

In this case, log in to the SMN console to check whether the selected
topic exists. If the topic does not exist, select another topic or create a
topic.

You selected an SMN topic during the creation of a migration task and the
migration task was successfully created, but the subscribers of the topic could
not receive the migration result notifications.

In this case, check that the selected topic contains the required subscription
and that the topic has been confirmed. Otherwise, notification messages will
not be sent to designated subscribers. A subscriber is a role that is subscribed
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to a topic. When you add a subscription, you need to specify the message
sending destination. The following subscriptions are supported:

- If it is an email subscription, the subscriber is an email address.
- Ifitis an HTTP or HTTPS subscription, the subscriber is a URL.
For details about SMN, see Simple Message Notification.

7.6 What Do | Do If a Migration Task Fails Due to an
Inconsistent Encryption Attribute?

Before a source object is stored into the destination OBS bucket, OMS checks
whether the encryption setting of the migration task is inconsistent with that of
the destination bucket. If they are inconsistent, the migration task is determined
failed. You can see the reported error message in the failed object list.

e If default encryption is enabled for the destination bucket and you want to
retain this setting, create a task with the same source and destination bucket
as the failed migration task. In the second step, select KMS for Data
Encryption in the Destination Configuration area.

e If default encryption is enabled for the destination bucket but you do not
want to encrypt the migrated objects, disable default encryption for the
bucket and restart the failed task.

7.7 What Do | Do If the Migration Task Failed Due to
an Archived Data Read Failure?

If there is archived data in the source bucket, you need to restore the data before
migration. To do so, you can perform the following steps:

Step 1 Use a tool or the source platform management console to restore the archived
data before migration. It is recommended that you configure a long restoration
duration.

e If the source bucket is hot on Huawei Cloud, follow the restoration methods
provided by the source cloud service vendors.

e If the source bucket is on Huawei Cloud, use obsutil to restore the archived
data. For details, see Restoring Objects from the Archive Storage.

Step 2 On the OMS console, create a migration task for the source bucket again and
enable the Archive Data Restoration function. OMS will automatically restore
and migrate archived objects that are not restored in advance.
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/A\ CAUTION

e If you do not restore archived objects in advance and rely entirely on the

automatic restoration function of OMS, it takes 1 to 5 minutes to restore an
archived object, depending on the source object storage services. This can
significantly slow down the migration.

For OBS buckets with the direct reading function enabled, even though the
archived data in these OBS buckets can be directly downloaded without being
restored in advance, OMS cannot migrate such data because its storage class is
not changed.

e You will be billed for enabling direct reading for your source bucket and for

enabling OMS to automatically restore archived data in the source bucket. To
learn about OBS billing details, see Pricing Details.

Before you migrate archived data, you are advised to set the storage class of
the destination bucket to Standard. After the migration is complete, confirm
that the migrated data is correct, and change the storage class of the
destination bucket to Archive.

--—-End

7.8 What Problems May | Encounter If CDN Is Enabled
at the Source?

Problem 1

The CDN domain name configuration fails the check before the migration, and the
error code COMPARE_SRC_AND_CDN_FAILURE is returned.

Possible Causes

The object metadata obtained by OMS from the source bucket does not match the
HTTP header in the response from CDN. To be specific, the object size is
inconsistent or the last modification time of the cached object on CDN is earlier.

Solution

1.

Check whether the CDN domain name can be used to download the object
from the CDN. OMS uses the URL consisting of the CDN domain name and
the object name to download the object.

a. If the URL cannot be accessed, check whether anti-leeching is enabled for
CDN.

b. If the URL can be accessed, go to 2.

Check whether the values of Content-Length and Last-Modified in the HTTP
response header are the same as those in the object metadata obtained from
the source bucket.

a. If the Content-Length value is inconsistent with that in the metadata,
check whether image compression is enabled on CDN. If yes, disable
image compression and perform the migration again.
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Figure 7-3 Object size in the metadata
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Figure 7-4 Compressed object size
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b. If the Last-Modified value is earlier than that in the metadata, refresh
the CDN cache and perform the migration again.

Problem 2

The migration fails and the error code COMPARE_SRC_AND_CDN_FAILURE is
displayed in the list of failed objects.
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Problem 3

2021-05-31 09:24:00 CST -1-null
COMPARE_SRC AND_CDN_FAILURE 2021-05-31 09:24:00 CST -1-null
COMPARE_SRC_AND_CDN_FAILURE 2021-05-31 09:24:00 CST -1-null
COMPARE_SRC AND_CDN_FAILURE 2021-05-31 09:24:00 CST -1-null
COMPARE_SRC_AND_CDN_FAILURE 2021-05-31 09:24:00 CST -1-null
COMPARE_SRC_AND_CDN_FAILURE 2021-05-31 09:24:00 CST -1-null
COMPARE SRC AND CDN FAILURE 2021-05-31 09:24:00 CST -1-null

To obtain the list of failed objects, you can click the name of the failed migration
task and in the task details displayed on the right, click the link next to Failed
Object List.

Figure 7-5 Failed Object List

cts (D Failure Cause

Q /22 Migrated Objects / Total Objects

O Failed

(TRF.0002) The task fails due to unknown reasons. Check the list of failed objects or contact the customer

Failure Cause

senvice.

00:00:19 Disabled

Not configured £ S System busy. failed to send th

Disabled Fal omstaskh.

omsitask estoration Disabled

Overwrite if source newer or di

Do not migrate

By size and last modification ti

Possible Causes

Before the migration, OMS detects that the size and the last modification time of
the object obtained from the source bucket are inconsistent with those obtained
from CDN.

If the source object is updated, but the CDN cache is not, this error will be
reported.

Solution

Update the CDN cache so that the cached object on CDN is the latest.

The migration fails and the error code 403 is displayed in the list of failed objects.

GET_SRC_OBJ_FAILURE 2021-05-24 18:21:36 CST g 403-403
GET_SRC_OBJ_FAILURE 2021-05-24 18:21:36 CST
GET_SRC_OBJ_FAILURE 2021-05-24 18:21:36 CST 403203
GET_SRC_OBJ_FAILURE 2021-05-24 18:21:36 CST 403-203
GET_SRC_OBJ_FAILURE 2021-05-24 18:21:36 CST 403-403
GET_SRC_OBJ_FAILURE 2021-05-24 18:21:36 CST 403-203
GET_SRC_OBJ_FAILURE 2021-05-2418:21:36 CST  OUUENDNOVNOSOU OO, OB 403-403

To obtain the list of failed objects, you can click the name of the failed migration
task and in the task details displayed on the right, click the link next to Failed
Object List.
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Figure 7-6 Failed Object List
Basic Info
Q /22 wmigrated Objects / Total Objects 4 [ 18 Failed Objects/ Ignored Objects () Failure Cause
ailure Cause (TRF.0002) The task fails due to unknown reasons. Check the list of failed objects or contact the customer
Possible Causes
403 indicates that OMS does not have the permissions to access the CDN domain
name because:
e The CDN is public, and anti-leeching was enabled for it.
e The CDN is private, and CDN authentication was not enabled for the
migration task or task group.
Solutions
e Disable anti-leeching. If anti-leeching cannot be disabled for security
purposes, contact Huawei Cloud technical support.
e Enable CDN authentication and correctly enter the CDN verification key on
when you configure a migration task or task group on the OMS console.
Problem 4

The migration fails and the error code UPLOAD_DST_OBJ_FAILURE is displayed in
the list of failed objects.

To obtain the list of failed objects, you can click the name of the failed migration
task and in the task details displayed on the right, click the link next to Failed
Object List.

Figure 7-7 Failed Object List

Basic Info

0/22 wiga

i Objects @ Failure Cause

O Failed

(TRF.0002) The task fails due to unknown reasons. Check the list of failed objects or contact the customer

Elapsed Time 00:00:18

$ Encryption Disabled

Traffic Limit Not configured £ System busy, failed to send th

N Disabled omsftaskh... ...

omsftask oration Disabled

Overwrite if source newer or di

Do not migrate

By size and last modification 1,

Possible Causes
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CDN performance optimization, such as Gzip compression or page optimization, is
enabled at the source. OMS has learned how large the object is based on
Content-Length of the object metadata obtained from the source bucket.
However, when transmitting this object, OMS finds that the object is compressed
and its size is smaller than what OMS has learned. OkHttp3 determines that the
stream is interrupted during data transmission. As a result, the migration fails.

Solutions

e Solution 1: Disable CDN performance optimization and then perform the
migration again.

e Solution 2: Use the URL list method to perform the migration. When
configuring the advanced options, set Consistency Check to Not required.

7.9 What Do | Do If All Objects Whose Names Contain
Slashes (/) Fail to be Migrated from Alibaba Cloud?

Symptom

When you migrated an entire bucket from Alibaba Cloud, all objects whose names
contain slashes (/) failed to be migrated. According to the migration logs, objects
were listed, and their metadata was successfully obtained. However, error 404 "No
such key" was reported when the objects were obtained.

Possible Causes

Solution
Step 1
Step 2

Step 3

Step 4

Default Homepage is set to index.html for the OSS bucket. When OMS pulls
objects from the OSS bucket, it adds index.html to the end of object names that
contain slash (/), and error 404 is reported.

Log in to the OSS console using your Alibaba Cloud account.

In the navigation pane on the left, click Buckets.

Buckets

Click the name of the bucket to be migrated.

In the navigation pane on the left, choose Basic Settings > Static Pages.
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Step 5 In the Static Pages area, click Configure.

Step 6 Delete the setting of Default Homepage, select Disable for Subfolder
Homepage, and click Save.

Perform the migration again.

--—-End

7.10 How Do | Resolve the Error "Failed to access the
object. Make sure that the object exists and you have
the rights to access” When | Enter Object Prefixes?

Symptom

During the creation of a migration task or group, you selected migration method
Object name prefix and entered a prefix, and the system reported error message
"Failed to access the object. Make sure that the object exists and you have the

rights to access."
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Possible Causes

The matched objects are stored in a non-root directory of the source bucket.

Solution

Add the directory before the prefix for filtering these objects in the format of
bucket namel folder/ prefix.

7.11 What Do | Do If the Migration Failed Because the
Objects Cannot Be Downloaded from the Source
Bucket?

Symptom
A migration task failed because the objects could not be downloaded from the
source bucket.

Possible Causes
Possible causes include:

e Files created by OMS in the destination bucket are deleted.
e The source or destination account has insufficient permissions.

Solutions
e Restart the migration task or task group.

e Obtain required permissions for the source and destination accounts by
referring to How Do | Obtain Required Permissions for the Source and
Destination Platform Accounts? Then try the migration again.

7.12 What Do | Do If a Migration Task Failed Due to
Transmission Interruptions?

Symptom
A migration task failed to be executed. In the list of failed objects, the failure

cause was "UPLOAD_DST_OBJ_FAILURE" and the error description was "-1-
OBSClientUploadError".

Possible Causes

The network fluctuated during the migration.
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Solutions
e Solution 1: Manually restart the migration task.

e Solution 2: Embed code in your service system to automatically check the
status of the task and to restart the task if it fails.

e  Solution 3: Use FunctionGraph to automatically check the task status and
restart the task if it fails. For details, see Automatically Checking and
Restarting Failed Migration Tasks.

7.13 What Can | Do If a Migration Task Fails Even After
Multiple Attempts?

Symptom

The source was an OBS bucket, the migration task failed, and the response code
429 appeared in the list of failed objects.

Possible Causes

Some source objects may have violated security regulations.

Solution

Step 1 Retry the task. If the issue persists, go to step 2.

Step 2 Access the OBS bucket and download an object that failed to be migrated. If the
error message "TooManyRequests" is displayed, submit a service ticket to address
this OBS issue.

<Error>
<Code>TooManyReauests{/Code >
Message>There is too many requests in a given amount of time. (Message>
<RequestTd tequestTd>
(LIS GRT e ——————— R
</Error>

Step 3 After you confirm that all failed objects can be downloaded from the OBS bucket,
return to the OMS console and retry the migration task.

--—-End
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Consistency Verification

8.1 How Does OMS Ensure Data Consistency Between
the Source and Destination Buckets?

During the migration, whenever an object is migrated, OMS performs a
consistency check on the object. If a source object is inconsistent with its paired
destination one, the object is recorded as failed. OMS records all objects that fail
to be migrated in the task. You can view the statistics in the task details.

Basic Info

0/ 22 wmigrated Objects / Total Objects 4 [ 18 Failed Objects / Ignored Objects (D Failure Cause

© Failed

ailure C. (TRF.0002) The task fails due to unknown reasons. Check the list of failed objects or contact the customer
service.
00:00:19 <MS Enc on Disabled

Not configured & System busy, failed to send th

n  Disabled oms/ask/oo:-" <7

oms/iask/x ation Disabled

Do not migrate Object Overwrite Overwrite if source newer or di

By size and last modification ti.

If a source object does not meet any of the following conditions, the object fails
the consistency check and is recorded as failed:

e After being uploaded to the destination bucket, the object has a same
encryption attribute as the migration task. If the encryption attribute is
different, handle this issue by referring to

e The source object has the same size as its paired destination object.

e The last modification time of the source object is earlier than or equal to that
of its paired destination object.
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8.2 How Do | Migrate Incremental Source Data and
How Does OMS Ensure Data Consistency?

This problem can be described in the following two cases:

1. Migrating new source data
For details, see Migrating Incremental Data.
2. Synchronizing changed source data

Perform a full migration again. OMS automatically identifies any changed
source objects and migrates them to the destination bucket. Any existing
objects in the destination bucket will be overwritten. For details about the
overwriting conditions, see 2.16 How Does Migration Affect Data in the
Destination Bucket?

8.3 What Do | Do If Consistency Checks Fail During the
Migration of Data in a Parallel File System?

Symptom

During the migration of data in a parallel file system, the data consistency check
failed, even after the migration was tried again. It was found that source objects
were modified more recently than destination objects, and the last modification

times of destination objects remained unchanged.

Possible Causes

Metadata mtime (which indicates the last time the contents of a file were
modified) is configured in the source parallel file system. It means the last
modification times of files are fixed. Data consistency checks will always fail. This
problem does not affect the migration. You can ignore this problem.
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